STAFF REPORT

Meeting Date: February 5", 2013

To: Honorable Mayor & City Councilmembers

From: Wendy K. Hughes, Special Assistant to the City Manager and
National Urban Fellow

Subject: City of Beverly Hills Homeland Security and Disaster Strategic
Plan

Attachments: City of Beverly Hills Homeland Security and Disaster Strategic
Plan

INTRODUCTION

In September 2012, the City Manager asked the City’s National Urban Fellow to
meet with a smaller policy group consisting of the Police and Fire Chiefs, CIO,
and the Directors of Public Works and Emergency Management to develop a
City-wide Homeland Security & Disaster Strategic Plan. The Plan was developed
to help the City establish priorities, make informed decisions and drive future
grant and Department of Homeland Security (DHS) special projects in this
climate of change since the events of September 11", 2001. The development of
the plan was a collaborative staff effort between all the Department Heads of the
City.

DISCUSSION

The purpose of this strategic plan is to serve as a guide for directing programmatic
efforts, accomplishing necessary goals, providing accountability, and the allocation of
available resources. The plan includes strategic goals, city-wide and departmental
priorities along with key group decisions around criteria which future projects are
measured against. It will be supported by on-going stakeholder meetings and regular
updates to the City Manager.

The expected outcomes of this plan are to:

¢ have an approved City-wide Homeland Security & Disaster Strategic Plan
that aligns with DHS priorities and the LA County Homeland Security
Strategic plan,
balance past, current and new projects & technology, and

¢ identify and pursue future projects & grants that are consistent with the
city-wide strategic plan and best utilizes City resources (monetary &

staff).
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There were five common threads derived and established from the individual meetings
with the smaller policy group and from previous discussions relating to the preparedness
of the City in the event of natural disaster or a terrorist attack.

These common threads were:

¢ to balance current technology while embracing state of the art technology,
ensure that IT resources are efficiently utilized to maintain current
infrastructure while continuing on-going development,

o fully utilize the significant Homeland Security and Disaster technology and
equipment which has been deployed,

e continue holding regular cross departmental public safety and emergency
management drills and field exercises, and

e pursue future grants which leverage previous investments while having
the most local impact and return on investment.

Staff decided to adopt the Los Angeles County Operational Area Homeland Security
Strategic goals and objectives, as the basis for this plan, but tailored and altered the
language of several in order to reflect Beverly Hills priorities. The goals are designed to
close gaps in preparedness, sustain existing capabilities, and guide new investment that
will improve regional preparedness.

The strategic goals focused in the following areas:

Collaboration and Program Support
Community Involvement
Critical Infrastructure Protection
Emergency Public Information
Interoperable Communications
Mass Care and Shelter
Medical Surge

Planning

Public Health

Resource Management
Responder Capabilities
Responder Safety and Health
Risk Management

Training and Exercising

ZErACTIETIMOO W

Additional information regarding each of these strategic goals is available on pages 9-10
of the attached plan.

All Department Heads were given the opportunity to analyze and vote, on the goals that
are the most important from a city-wide perspective to be included the Strategic Plan. In
priority order, the following goals identified as the most important from an overall City of
Beverly Hills perspective:

1. Community Involvement

2. Interoperable Communications
3. Planning

4. Resource Management
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In order to focus resources and align with City priorities it was agreed by all stakeholders
that the following criteria shall be used to identify future DHS projects.

e Leverage existing technologies already implemented and expand-the
current technology base,

e ensure it has a regional benefit and local impact and can be utilized on a
daily basis,

o sustain the City's relationships with DHS and Regional affiliates,
increase the City's ability to recover from major incidents and disasters,

e ensure replacement and on-going maintenance costs are considered
when evaluating grant opportunities, and

e maximize return on investment of City resources (monetary & staff) while
fulfilling a gap in technology or emergency preparedness capabilities.

FISCAL IMPACT

At this time, there are no recommended expenditures directly associated with this item.
Along with City Council identified priorities, the Strategic Plan goal statements serve as a
framework for departments to utilize in developing their annual work plans. Work plans
will be accomplished through existing departmental resources and should additional
resources be needed, they will be requested through the City’s annual budget process.

RECOMMENDATION

It is recommended that the City Council review and approve the outlined plan and tasks
to ensure they are consistent with Council priorities and is reflective of the current
operating environment. In addition, regular meetings will continue to be held with the
goal statement groups to assess work plan progress and status updates will be provided
to the City Council.

Pamela Mottice-Muller {)

Approved By |
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. Defining Beverly Hills only

" as alluring, with distinctive

~ hotels, retail stores,

restaurants, entertainment

and headquarter businesses &

would overlook integral parts
of what makes Beverly Hills
so spectacular. Beverly Hills
is one of the safest cities in
America; has a dedicated
and innovative city
government and a
community committed to

education and culture.

4
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INTRODUCTION

everly Hills captivates the heart and inspires the imagination of

people around the world. This world-class City offers the highest

achievable quality of life and maintains a unique and friendly
character for residents, businesses and visitors. It is deemed one of the
safest cities in the nation due to its 3 minute response time from its Fire
and Police departments.

9-11 forever altered how cities view safety and security and have created
significant changes for City governments. To respond to these changes
and plan accordingly for the future, the City Manager asked a smaller
policy group consisting of the Police and Fire Chiefs, CIO, and the Directors
of Public Works and Emergency Management to participate in 1:1 interviews
and group meetings to develop a City-wide Homeland Security and Disaster
Strategic Plan. This Strategic Plan was developed to help the City establish
priorities and make informed decisions in this climate of change. By setting
core criteria of direction and redefining the path to get there, the strategy will
focus leadership efforts and position the City to improve the safety of the
community now and in the future.

STRATEGIC PLANNING DEFINED

Strategic planning is a response to change — present and future. Itis a
process of envisioning a desired future and translating this vision into
goals and obijectives in a defined time frame within the organization's
capacity for implementation. Strategic planning is the formal consideration
of an organization's future course.
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PURPOSE AND GOALS OF THIS STRATEGIC PLAN

he purpose of this strategic plan is to serve as a guide for directing
programmatic efforts, accomplishing necessary goals, providing
accountability, and the allocation of available resources. The plan

includes strategic goals, city-wide and departmental priorities along with key

group decisions around criteria which future projects are measured against.
It will be supported by on-going Stakeholder meetings and regular updates to
the City Manager.

» Have an approved City-wide Homeland Security & Disaster Strategic
Plan that aligns with DHS priorities and the LA County Homeland
Security Strategic plan

« Balance past, current and new projects & technology

- Identify and pursue future projects & grants that are consistent with
the city-wide strategic plan and best utilizes City resources
(monetary & staff)
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PROCESS

he strategic planning process was initiated in fall of 2012 when the City

Manager asked the smaller policy group to participate in interviews with the

National Urban Fellow to share their insights and to develop Homeland
Security strategic priorities for the City. After all the 1:1 policy group interviews had
taken place, an initial stakeholder meeting was held to review Department of
Homeland Security(DHS) and LA County core objectives, obtain group consensus
on city priorities and make key policy decisions around City public safety and
emergency management. Additional 1:1 meetings were then held o review the
initial draft for the Strategic plan and review each department's list of projects to
ensure completeness. An additional Stakeholder meeting was held where all the
projects were reviewed, remaining policy decisions were discussed and a first draft
of the Strategic plan was reviewed. The revised draft was sent to all the Department
Heads for their review. It was also reviewed by Health and Safety Commissioners
and subsequently presented to the City Council for their adoption.

The comprehensive list of all on-going technology projects, programs and future
training & exercises was compiled and each one was placed under its appropriate
Beverly Hills Strategic Goal. (Also listed in Appendix A)

There were five common threads derived and established from the individual
meetings with the smaller policy group and from previous meetings relating to the
preparedness of the City in the event of natural disaster or a terrorist attack.

These common threads were:

1. Balance current technology while embracing State of the Art technology

2. Ensure that IT resources are efficiently utilized to maintain current
infrastructure while continuing on-going development

3. Fully utilize the significant Homeland Security and Disaster technology
and equipment which has been deployed

4. Continue holding regular cross departmental public safety and
emergency management drills and field exercises

5. Pursue future grants which leverage previous investments
while having the most local impact and return on investment
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At the initial Stakeholder meeting the agenda was:

e Review Common Threads from 1:1 meetings

« Discuss Intended Outcomes

« Identify City's Vulnerabilities

» Review Dept. of Homeland Security (DHS) Vision & Core Missions
» Review & Prioritize LA County Goals & Objectives

» Review City-Wide Strategic Plan Goals

« Review Comprehensive List (modifications/additions/subtractions)
» Create Criteria for Future Projects

« Discuss DHS Advance Research projects Agency Priorities

« Prioritize List of Identified Projects

reat care was taken to incorporate appropriate public safety,

mitigation, preparedness, disaster response and recovery related

items from previously completed city plans, including the City-wide
Strategic plan, the General Plan, the Hazard Mitigation plan, the Homeland
Security LA County plan, along with the assessments from the LA Regional
Fire Service Training Strategic Plan. Since the City-wide Strategic Plan had
several significant employee recommendations, they are highlighted in the
next section of this plan. Also incorporated into this plan were the three
Federal Department of Homeland Security missions that are relevant to the
City of Beverly Hills which are highlighted below:

- Prevent terrorism and enhancing security

« Secure and manage our borders

« Enforce and administer our immigration laws
- Safeguard and secure cyberspace

+ Ensure resilience to disasters
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HIGHLIGHTS FROM CITY-WIDE STRATEGIC PLAN

riorities from employee feedback pertaining to the design of the City-
wide Strategic plan that related to safety and disaster recovery were
utilized in the creation of this plan. They goal statement from that
plan was strengthen by working together across departmental lines the
effectiveness and preparation of our excellent public safety, emergency
management resources by leveraging technology, collaboration, employee ! ;
and community participation. This culminated in the identification of these ' CITY OF BEVERLY HILLS
three objectives which were incorporated in this plan: SrATeIc AN

2011-2018

» Strengthen the City's multidepartment response to incidents,
emergencies and disasters

+ Revitalize the City's community outreach program

» Increase internal utilization of current and new technologies to enhance
day-to-day public safety response and all phases of emergency mgmt.

TERM AND SCOPE OF STRATEGIC PLAN

This Strategic Plan is designed to guide future investment in homeland
security capability and the Strategic Goal statements reflect broad
priorities for the five year life of the Plan. There will be an annual review of
the plan and regular updates given to the City Manager.
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System (SEMS), which is required by California law, and the National Incident

This plan takes into account the Standardized Emergency Management
Management System (NIMS). SEMS is composed of four key elements:

» The Multiagency Coordination System requires agencies to
implement the common practice of multiagency coordination at the field level
and all subsequently higher levels of coordination.

+ The Incident Command System established management hierarchy, roles,
common terminology, procedures and incorporates other key concepts.

» Mutual Aid further recognizes California's policy of “neighbor helping
neighbor”, first formalized in the 1950's with the California Master Mutual Aid
Agreement.

California is divided into regions and within each region there are Operational Areas.
Beverly Hills is located within Region 1 Area A.

NIMS provides a systematic, proactive approach for guiding government
departments and agencies, the private sector, and non-governmental organizations
NIMS is intended to help agencies work seamlessly to prepare for, prevent, respond
to, recover from, and mitigate the effects of incidents to reduce loss of life, property,
and harm to the environment. In 2007, the city adopted the use of both of these in
managing emergencies.

In December 2010 the Los Angeles/Long Beach Urban Area Security Initiative — Los
Angeles County Operational Area adopted a Homeland Security Strategic Plan.
Concurrent with that umbrella plan, the City of Beverly Hills understands the need for
its own focused strategic plan to specifically address their unique needs in training,
operations, and logistical support in the event of a major or catastrophic disaster.
This Beverly Hills Homeland Security and Disaster Strategic Plan will specifically
address these needs of the City. The LA County plan became the basis of this plan.
The LA County's goals and objectives were used with a number of modifications to
create this plan.
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his is a dynamic and evolving Plan — created using an assessment of the
current public safety, emergency management and technology environment
at a specific pointin time. New issues, challenges, trends, and opportunities
will emerge throughout the life of the Plan. Stakeholders meetings will be held when
necessary to update the plan and when key policy decisions are required by the

group.

This strategic plan is designed to guide future investments in Homeland Security
capability. It may be used to close program gaps, sustain existing capabilities or
develop new ones. Two federal grant programs have provided significant support for
Homeland Security investment in the City. The following two grant programs, which
provide 100% reimbursable monies which are passed from federal DHS allocations
through to the state and then passed on to cities and counties. Beverly Hills is one of
15 named Urban Area Security Initiative (UASI) cities eligible for Homeland Security
grant monies under the City of Los Angeles. Since 2001, the City of Beverly Hills
have received approximately $8.4 million in Homeland Security, Congressional
Appropriations, Public Safety, both Fire and Police, and Emergency Management
grants. These funds have been used for a variety of emergency equipment,
supplies, materials, trainings, personnel protection, salary and overtime
reimbursements, infrastructure protection and mitigation measures, vehicles,
technology, plan writing, and public education campaigns.

Urban Area Security Initiative (UASI) — The City of Los Angeles, Mayor's Office is
the Grant administrator for the UASI grant program which was first authorized by
Congress in 2003 to help large urban areas enhance their capacity to prepare for,
prevent, respond to, and recover from acts of terrorism. Funds may be used by
jurisdictions for assessments and development of security strategies, equipment,
training, and exercises to prepare for natural, technological and human-caused
disasters, including terrorism only to contiguous cities to Los Angeles.

State Homeland Security Grant Program (SHSGP) — The County of Los Angeles
is the Grant administrator for the SHSGP which was first authorized by Congress in
2002. Grant funds are available to states that distribute no less than 80% of the grant
to local governments. SHSGP funds are used largely for the same purpose as the
UASI grants but are available to all cities in the county.

Beverly Hills should be positioned to take advantage of any appropriated grant
monies by having contingent shelf ready DHS projects available for execution. This
practice has been highly successful and departments are encouraged to continue
this practice. g
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BEVERLY HILLS STRATEGIC GOALS
(Listed in alphabetical order)

Homeland Security Strategic goals and objectives, as the basis for this plan,

but tailored and altered the language of several in order to reflect Beverly Hills
priorities. The goals are designed to close gaps in preparedness, sustain existing
capabilities, and guide new investment that will improve regional preparedness. The
key elements of the plan are a set of strategic goals. These goals will be used to
guide the City in current and future projects and grant funding and technology
requests. The City will maximize our monetary grant potential by seeking local
funding through the Urban Area Security Initiative (USAI) and State Homeland
Security Grant Program (SHSGP) to meet the following goals and objectives.

T he City decided to adopt the Los Angeles County Operational Area

A. Collaboration and Program Support —Maintain and/or expand regional
and LA County collaboration, ensure continuation of established
interaction with DHS, define any additional shared program goals, and
foster additional interagency support the City may need.

B. Community Involvement — Continue expanding citizen, business, and
community disaster preparedness and awareness, develop strategies to
better support vulnerable populations and incorporate community
response capability.

C. Critical Infrastructure Protection — Continue identifying critical
infrastructure, assess associated risks, improve protection, and
establish ongoing information sharing and partnering with
infrastructure owners and operators.

D. Emergency Public Information — Define expectations and develop the
resources necessary to effectively manage emergency public
information and its delivery.

E. Interoperable Communications — Continue to employ voice, video, and
data communications to support effective intra-agency and interagency
communication. Further explore different technology that delivers same
or similar interoperable communications as currentradio system.

F. Mass Care and Shelter —Develop relationships, strategies, and plans for
movement, care, shelter, and feeding of large populations and pets.
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. Medical Surge — Enhance local capability by forming partnerships to provide
medical surge response.

. Planning —Ensure key policies, plans, and procedures exist to
effectively manage hazards and-address the greatest vulnerabilities.

Public Health — Build ongoing partnership with LA County Department of
Health Services and LA County Emergency Medical Services Agency
exploring ways to meet the public health and EMS needs in case

of adisaster.

. Resource Management— Develop private and public partnerships to
provide additional resources that supports existing resources
and helps acquire needed capability or capacity.

. Responder Capabilities — Maintain and improve first responders,
including Public Works capabilities to respond and recover from all
hazards.

. Responder Safety and Health — Ensure the continued safety of first
responders and first receivers by maintaining and updating safety
equipment.

. Risk Management — Improve efforts to identify, analyze and monitor safety
issues for employees and in the City financial recovery efforts.

. Training and Exercising —Hold multi-departmental training and field
exercises to support key plans and capabilities for the city jurisdiction.
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CITY-WIDE GOAL PRIORITY SETTING

All Department Heads are given the opportunity to analyze and vote, as a group,
on the goals that are the most important from a city-wide perspective to be
included the Strategic Plan.

In priority order, these are the Beverly Hills goals identified by the Department
Heads as the most important from an overall City of Beverly Hills perspective:

1. Community Involvement

2. Interoperable Communications
3. Planning

4. Resource Management

5. Responder Capabilities

6. Training and Exercising




CITY OF BEVERLY HILLS STRATEGIC PLAN 12

PROJECT IDENTIFICATION

During the 1:1 meetings all stakeholders were asked to share their list of safety,
emergency preparedness and disaster projects/issues/trainings to be included in
the Strategic Action Plan. Acomprehensive list was developed and categorized into
three separate bundles: Technology, Projects and Training.

During the Stakeholder meeting all Department Heads were asked to review the
comprehensive listin order to gain a baseline understanding of the status of all city-
wide on-going and future safety, emergency preparedness and disaster projects.

All Department Heads were asked to verify that all their current and future
departmental safety, emergency preparedness and disaster recovery projects
are accounted for on the following master list.

Each project was matched with the Strategic goal that was most aligned with its
objective. Also available via Appendix A.

A. Collaboration and Program Support — Maintain and/or expand
regional and LA County collaboration, ensure continuation of established ’bf* h ision
Project’ £ 2

interaction with DHS, define any additional shared program goals, and foster =
additional interagency support the City may need. visioh”

=~
FPian

A A_ sorateay
Teamwork

1. Institute new City process that requires Homeland Security project
proposals to be fully reviewed by all stakeholders to ensure conformity
with this plan.

2. Continue developing and strengthening inter-jurisdictional coordination
and cooperation in the areas of public safety and emergency
management.*

* From the City of Beverly Hills Strategic Plan




CITY OF BEVERLY HILLS STRATEGIC PLAN 13

B. Community Involvement — Continue expanding citizen, business, and
community disaster preparedness and awareness, develop strategies to better
support vulnerable populations and incorporate community response capability.

1. Increase public awareness of existing threats and the means to reduce
these threats by conducting educational and outreach programs
to various community groups in the City.

2. Increase disaster preparedness by developing strategic private and public
partnerships that will assist the City in recovering from a disaster.

3. Continue to raise public awareness by hosting community safety events
including, but not limited to: National Night Out, CERT training and
Neighborhood Watch meetings.

C. Critical Infrastructure Protection — Continue identifying critical infrastructure,
assess associated risks, improve protection, and establish ongoing information
sharing and partnering with infrastructure owners and operators

1. Develop a master plan to install CCTV cameras at key locations throughout
the City.

2. Install CCTV cameras, including intrusion detection integrated with alert
systems (badge, email or phone), at critical infrastructure utilities.

3. Build the Public Works Departmental Operations Center and ensure its
integration with Emergency Operations Center (EOC) & use of state of
the arttechnology.

4. Maintain vigilance around Cyber Security.

D. Emergency Public Information —Define expectations and develop the
resources necessary to effectively manage emergency public information and
its delivery.

1. Increase the City's ability to communicate information to the community ?REA\F,FEI(I:! I;YP A’lllzt(l;:; g
during a disaster by revitalizing the City's AM radio station. INFORMATION

2. Increase public messaging before, during and after a disaster*

3. Improve the City's ability to communicate with the community and
employees by migrating the telephone notification system over to a more
user friendly platform.

4. Provide additional training to ensure the City library staff can adequately
staff the City Emergency Hotline.

5. Increase voluntary registration by residents and businesses for emergency
notifications.
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E. Interoperable Communications —Continue to employ voice, video, and data
communications to support effective intra-agency and interagency
communication. Further explore different technology that delivers same or
similar interoperable communications as current radio system.

1. Improve the reliability of communications with employees during a
disaster by interfacing the emergency telephone notification system
with the Employee Access Center & Enterprise Resource
Planning system.

2. Increase the City's ability to use wireless voice and data systems by
expanding wireless network coverage throughout the City.

3. Ensure the City is Project 25 Voice and Data Radio compliant
as part of FCC narrow banding requirement project.

4. Improve interoperable communications by equipping first responders with
multi-band radios capable of communicating with federal, state and local
agencies and ensure that Public Safety gets non band radios (UHF).

5. Maintain the integrity of the City's radio system network by partnering
with the Interagency Communications Interoperability System (ICIS)
and the Los Angeles Regional Interoperable Communications
System (LA-RICS) to monitor the federal government's
implementation of HR 3630.

F. Mass Care and Shelter—Develop relationships, strategies, and plans for
movement, care, shelter, and feeding of large populations and pets.
1. Improve the City's ability to house and care for citizens by purchasing
adequate supplies of cots, blankets, wheelchairs and stretchers.
2. Maintain updated contact list and outreach plan with public and private
schools along with faith-based organizations regarding disaster and mass
care plans.

G. Medical Surge — Enhance local capability by forming partnerships to provide
medical response
1. Explore partnerships with organizations that can provide medical
assistance during times of disasters.

**From the City of Beverly Hills General Plan
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H. Planning—Ensure key policies, plans, and procedures exist to effectively
manage hazards and address the greatest vulnerabilities.

1. Improve the City's ability to qualify for Homeland Security grants by
developing an Environmental & Historic Preservation Guide (EHP)
Preservation Guide needed to qualify for some grants.

2. Improve the City's ability to maintain basic and necessary municipal
functionality during a disaster by identifying roles and conducting agap
analysis of all current Police, Fire, IT, and EM vehicles.

3. Update Public Works Emergency Operations Plan.

4. Strengthen communication and coordinate participation among and within
public agencies, residents, non-profit organizations, the business
community to gain a vested interest in the implementation of mitigation
measures.

5.Develop Information Technology (IT) Business Continuity plans**

6.Advocate use of the new Historic Preservation ordinance which will provide
protection for those buildings and structures deemed valuable to maintain
the history of the City.

7. Provide residents and businesses with hazard assessment information,
like landslide zones, in order to make recommendations during new
development planning while encouraging preventive measures for existing
developmentin areas vulnerable to natural hazards.**

8. Develop a Disaster Recovery ordinance to assistin recovery and
reconstruction of existing structures after a catastrophic event.

9. Reduce losses and repetitive damages for chronic hazard events by
advocating the purchase of hazard mitigation insurance coverage for
catastrophic events.

I. Public Health —Build ongoing partnership with LA County Department of Health
Services and LA County Emergency Medical Services Agency exploring ways to
meetthe public health and EMS needs in case of a disaster.

1. Enhance the City’s Mass Casualty readiness.

J. Resource Management —Develop private and public partnerships to provide
additional resources that supports existing resources and helps acquire needed
capability or capacity.

1. Increase City's ability to obtain resources to use in disasters.

**From the City of Beverly Hills General Plan
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K. Responder Capabilities — Maintain and improve first responders, including
Public Works capabilities to respond and recover from all hazards.

1. Improve the City's ability to respond to disasters and major incidents by
purchasing a new Mobile Command Center for use by all departments.

2. Implementation of Smart classroom for Fire Department.

3. Improve staff's ability to retrieve and share information by integrating iPads
inthe field & EOC.

4. Continue improving the City’s ability to stream live footage from field
personnel and first responders back to the EOC during an emergency.

5. Improve the City's ability to safeguard the community from a terrorist act by
exploring the possibility of installing chemical, biological, and radiation
detection equipment at key CCTV locations throughout the City and on
Police patrol vehicles.

6. Finish implementation of Public Safety CADS/RMS (Computer Aided
Dispatch System/Records Management System).

7. Develop a master plan to install fixed site ALPR systems atkey locations
throughout the City.

L. Responder Safety and Health — Ensure the continued safety of first
responders and first receivers by maintaining and updating safety equipment.
1.Increase the safety of public safety personnel by developing and
implementing a plan to refresh equipment to protect first responders from
Weapons of Mass Destruction (WMD) on a regular basis. Ensure WMD/EM
(Old SWAT vehicle which is now with Special Operations) truck properly stocked.

M. Risk Management—Improve efforts to identify, analyze and monitor
safety issues for employees and in the City financial recovery efforts.

N. Training and Exercising —Hold multi-departmental training and field exercises
to support key plans and capabilities for the city.
1. Improve staff's knowledge resources available for use inthe event ofa
disaster by training key personnel to utilize:
» Virtual Beverly Hills
MATCC vehicle
Live video streaming to/from field to/from HQ—PD & Fire
iPads
WebEOC
CCTV cameras
Emergency telephone notification system

2. Improve staff's proficiency in responding during a disaster by coordinating
local and regional field level multi-departmental disaster exercises with
various recovery scenarios twice each year***

3. Re-establish and hold CERT training on regular basis***

***From the City of Beverly Hills Hazard Mitigation
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STRATEGIC DECISIONS

he City of Beverly Hills has used a three pronged approach in

successfully securing funding to enhance its public safety, emergency

management, first responder and disaster preparedness capabilities. This
includes receipt of UAS| and SHSGP grants, Congressional appropriations, and
being an incubator of testing State of the Art technology on behalf of the DHS
Science and Technology's Homeland Security Advanced Research Projects
Agency (HSARPA).

HSARPA supports cutting edge research to produce revolutionary changes in
technologies and capabilities for homeland security. Established through the
Homeland Security Act of 2002, HSARPA uses innovation and modernization to
push scientific limits and produce front line products that support organizations
like the Secret Service, bomb squads, and first responders. Over the last few
years, Beverly Hills has developed a unique partnership with HSARPA.

Going forward, the City will select areas from HSARPA initiatives that are
applicable to Beverly Hills and prioritized by the City's Stakeholders. These
include:

1. Cyber Security
2. Infrastructure Protection and Disaster Management
3. Chemical and Biological Hazards
4_Explosives
5. Human Factors and Behavioral Sciences
6. Others
a. PPE (Personal Protection Equipment)
b. Simulation Training

The Stakeholders agreed that maintaining a close relationship with this agency is
critical to ensuring the City maintains access to State of the Art technology.

The City will look to its Congressional lobbyist for help in determining which
HSARPA projects align with the City's own priorities and which are most applicable
oravailable for future consideration, analysis and investment by the City.

=
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o
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n order to focus resources and align with City priorities it was agreed by all
stakeholders agreed the following criteria shall be used to identify future DHS
projects. They should:

» Leverage existing technologies already implemented and expand the
current technology base.

» Ensure it has a regional benefit and local impact and can be utilized on a
daily basis.

« Sustain the City's relationships with DHS and Regional affiliates.
« Increase the City's ability to recover from major incidents and disasters.

» Ensure replacement and on-going maintenance costs are considered when
evaluating grant opportunities.

» Maximize return on investment of City resources (monetary & staff)
while fulfilling a gap in technology or emergency preparedness capabilities.
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The following key policy issues were discussed and consensus reached during
the Stakeholder meeting:

» Agreed upon a set of criteria that all potential DHS projects will be measured
against going forward (listed on previous page).

» Determined that radio interoperability is ultimately a local government
responsibility, therefore, it is imperative that the City pursue other similar
available technologies as a backup plan.

» Future DHS or similar large scale projects should be vetted by the
Stakeholders prior to investment.

« Decisions are required around which IT pilots/technologies are completed, are
moving forward and ones that need further enhancements and/or integration
with each other.

» Ensure EOC stays current with State of the Art technology.

SUMMARY

This plan establishes strategic criteria for future grant opportunities and identifies
goals and tasks required to better prepare the City for both man-made and natural
disasters. This plan draws on the insights of local government staff from muitiple
disciplines:

Police, Fire, Public Works, Information Technology, Emergency Management
Community Development, Community Services and City Management. This
Strategic plan identifies City-wide public safety and emergency management
priorities, helps sustain existing capabilities and guides future investment that will
improve overall city safety and the ability to respond and recover from a natural
disaster or terrorist attack.

This plan is meant to be a guide and inclusion in it does not ensure additional funding
resources for future projects. Normal request processes should be followed to
acquire additional funding.
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Goals

Responsible Departments:

Outcome

Deadline

Goal A:
Collaboration and
Program Support

City Manager’s Office

Institute a new City process that requires
Homeland Security project proposals to
be fully reviewed by all stakeholders to
ensure conformity with this plan.

6/30/2013

OEM

Continue developing and strengthening
inter-jurisdictional coordination and
cooperation in the areas of public safety
and emergency services.*

On-going

Goal B:
Community
Involvement

OEM

Increase public awareness of existing
threats and the means to reduce these
threats by conducting educationaland
outreach programs to various
community groups in the City.

On-going

OEM

Increase disaster preparedness by
developing strategic private and public
partnerships that will assist the City in
recovering from a disaster.

2014

Police/Fire/OEM

Continue to raise public awareness byj
hosting community safety events
including, but not limited to: National
Night Out, Earth Day, CERT training and
Neighborhood Watch meetings.

On-going

BOLD denotes lead Department for that task

community during a disaster by

Goal C: POLICE/Public Works/IT Develop a master plan to install CCTV ~ |6/30/2014
Critical cameras at key locations throughout the
Infrastructure Citv.
Protection - Y : — -
Police/PUBLIC WORKS/IT Install CCTV cameras, including intrusion [6/30/2014
detection integrated with alert systems
(badge, email or phone) at critical
infrastructure utilities.
Public Works Build the Public Works Departmental 6/30/2014
Operations Center and ensure its
integration with Emergency Operations
Center (EOC) & use of state of the art
technology.
IT Maintain vigilance around Cyber Security|{On-going
GoalD: OEM/Public Increase the City’s ability to 6/30/2014
Emergency Public Works/Police/IT communicate information to the
Information

revitalizing the City’s AM radio station.

* From the City of Beverly Hills Strategic Plan
**From the City of Beverly Hills General Plan
***From the City of Beverly Hills Hazard Mitigation Plan
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OEM/Communications

Increase public messaging before, during
and after a disaster.*

2014

Library staff can adequately staff the City,
Emergency Hotline.

GoalD:
Emergency Public - - — —
Information OEI\{VPO“CE/IT/FH‘Q/ ) Improve the City’s ability to 2013
{continued) City Manage.r’s F)fflce - communicate with the community and
Communications employees by migrating the telephone
notification system over to a new more
user-friendly platform.
Community Services Provide additional training to ensure the 2013

voice and data systems by expanding
wireless network coverage throughout
the City.

OEM Increase voluntary registration by 12/31/2013
residents and businesses for emergency
notifications.

Goal E: City Manager’s Office — Improve the reliability of 6/30/2014
Interoperable Communications/IT/Admin  |communications with employees during
Communication Services a disaster by interfacing the emergency
telephone natification system with the
Employee Access Center & Enterprise
Resource Planning (ERP) system.
Police/IT/Public Works Increase the City’s ability to use wireless|6/30/2014

IT/Police Ensure the City is Project 25 Voice and  2/28/2013
Data Radio compliant as part of FCC
narrow banding requirement project.
IT/POLICE/Fire improve interoperable communications 6/30/2015

by equipping first responders with
multiband radios capable of
communicating with federal, state and
local agencies and that Public Safety
acquires non band radios (UHF).

BOLD denotes lead Department for that task

* From the City of Beverly Hills Strategic Plan
**From the City of Beverly Hills General Plan
***From the City of Beverly Hills Hazard Mitigation Plan
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[T/POLICE/Fire Maintain the integrity of the City’s radio [6/30/2014
Goal E: system network by partnering with the
Interoperable
Communication
(continued)

Interagency Communications
Interoperability System (ICIS) and the
Los Angeles Regicnal Interoperable
Communications System (LA-RICS) to
monitor the federal government’s
implementation of HR 3630.

Goal F: Mass Care OEM Improve the City’s ability to house and  [6/30/2014

and Shelter care for citizens by purchasing adequate
supplies of cots, blankets, wheelchairs
and stretchers.

Community Services Maintain updated contact list and 2013
outreach plan with public and private
schools and faith-based organizations
regarding disaster and mass care plans.

Goal G: Medical OEM/Fire Explore partnerships with organizations 2014
Surge that can provide medical assistance
during times of disasters.
Goal H: Department applying for grant  improve the City’s ability to qualify for  6/30/2014
Planning Homeland Security grants by developing

an Environmental & Historic
Preservation Guide (EHP} needed to
qualify for some grants.

Police Improve the City’s ability to maintain ~ [6/31/2014
basic and necessary municipal
functionality during a disaster by
identifying roles and conducting a gap
analysis of all current Police, Fire, IT, and
EM vehicles .

Public Works Update Public Works Emergency 9/30/2013
Operations Plan.

BOLD denotes lead Department for that task

* From the City of Beverly Hills Strategic Plan

**From the City of Beverly Hills General Plan

***From the City of Beverly Hills Hazard Mitigation Plan
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All Departments Strengthen communication and 6/30/2013
coordinate participation among and
within public agencies, residents, non-
profit organizations, and the business
community to gain a vested interest in
the implementation of mitigation
measures.

Goal H: IT Develop Information Technology (1T} 12/31/2013
Planning

. Business Continuity plans**
{continued)

Community Development Provide residents and business owner’s [On-going
hazard assessment information, like
landslide zones, in order to make
recommendations during new
development planning while
encouraging preventive measures for
existing development in areas vulnerable
to natural hazards. **

Community Development Develop a Disaster Recovery ordinance [6/30/2014
which will grandfather in previous
approved building plans to assistin
recovery and reconstruction of
structures

after a catastrophic event.
Community Development Advocate use of the new Historic 12/31/2013

preservation ordinance which will
provide protection for those building
and structure deemed valuable to
maintain the history of the City.

Community Development Reduce losses and repetitive damages [On-going
for chronic hazard events by advocating
the purchase of hazard mitigation
insurance coverage for catastrophic

events
Goal I: Public OEM/Fire Enhance the City's Mass 2014
Health iCasualty readiness

BOLD denotes lead Depariment for that task

* From the City of Beverly Hills Strategic Plan

**From the City of Beverly Hills General Plan

**From the City of Beverly Hills Hazard Mitigation Plan
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Goal J: OEM Increase City’s ability to obtain resources2014
Resource to use in disasters
Management
GoalK: POLICE/Fire/IT/QEM/IT/PW  |Improve the City’s ability to respond to  |6/30/2015
Responder disasters and major incidents by
Capabilities purchasing a new Mobile Command

Center for use by all departments

Fire implementation of Smart Classroom for [6/20/2013
the Fire Department
T Improve staff’s ability to retrieve and  |6/30/2014

share information by integrating iPads in
the field & EOC

iT Continue improving the City’s ability to  6/30/2013
stream live footage from field personnel
and first responders back to the EQOC
during an emergency

Police Finish implementation of Public 6/30/2013
Safety CAD/RMS (Computer
Aided Dispatch/Records
Management System)

Police/Public Works/IT Develop a master plan to install fixed  16/30/2014
site ALPR systems at key locations
throughout the City.

Police/Fire/IT Improve the City’s ability to safeguard  6/30/2016
the community from a terrorist act by
exploring the possibility of installing
chemical, biological, and radiation
detection equipment at key locations
throughout the City and on Police patrol
and other vehicles.

BOLD denotes lead Department for that task

* From the City of Beverly Hills Strategic Plan

**From the City of Beverly Hills General Plan

***From the City of Beverly Hills Hazard Mitigation Plan
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Goal J: OEM Increase City’s ability to obtain resources2014
Resource to use in disasters
Management
GoalK: POLICE/Fire/IT/OEM/IT/PW  |[Improve the City’s ability to respond to |6/30/2015
Responder disasters and major incidents by
Capabilities purchasing a new Mobile Command

Center for use by all departments

Fire Implementation of Smart Classroom for 6/20/2013
the Fire Department
IT Improve staff’s ability to retrieve and 6/30/2014
share information by integrating iPads in
the field & EOC
T Continue improving the City’s ability to  6/30/2013

stream live footage from field personnel
and first responders back to the EOC
during an emergency

Police Finish implementation of Public 6/30/2013
Safety CAD/RMS (Computer
Aided Dispatch/Records
Management System)

Police/Public Works/IT Develop a master plan to install fixed  6/30/2014
site ALPR systems at key locations
throughout the City.

Police/Fire/IT Improve the City’s ability to safeguard  16/30/2016
the community from a terrorist act by
exploring the possibility of installing
chemical, biclogical, and radiation
detection equipment at key locations
throughout the City and on Police patrol
and other vehicles.

BOLD denotes lead Department for that task

* From the City of Beverly Hills Strategic Plan

**From the City of Beverly Hills General Plan

**From the City of Beverly Hills Hazard Mitigation Plan
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